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Abstract: Since the proposal of quantum algorithms that can efficiently solve the mathematic diffi-
cult problems that today’s public-key cryptography relies on, research on post-quantum cryptography
that can resist quantum computing attacks has begun, and standardization of these algorithms has
begun in the world. In order to ensure the security of existing information systems, it is inevitable to
migrate to these new quantum-resistant public key cryptography schemes, which contains great chal-
lenges and opportunities. Countries and regions such as the United States and the European Union
have already initiated research on this migration process, indicating that research on post-quantum
cryptography migration has become a trend. The security of blockchain relies on modern cryptography,
especially public-key signature technology, so the migration is also necessary for the long-term security
of blockchain. Therefore, we first introduces the post-quantum cryptography migration strategies, and
then proposes the engineering principle of post-quantum cryptography migration in terms of migra-
tion goals and migration process. After reviewing the existing work on post-quantum cryptography

migration for blockchain according to this principle, the next research direction is finally proposed.
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2002 4Eie it BU . IBTF fy— A ige B8 2oibuhig Rt TARIE L. 78 PQC 3ERH, 1R Akt
R AR, SR PQC ¥k “Sea i BB, MRBERE A4, WA PQC i, ¢
s L B9,

Y1 CREHR) B n ASAFHIFDIRE R ST EYE, 0 Alg(Ki, M), 5 1 < < n RES
ANV, K R NEYERETR S, M ORI B (EITIR SR SR R, e T
Alg, (K1, M) % Alg, (K, M), Bl R AR SR A, 1514550

S :=Seq(S1, -+ ,Sn)

Hobt Seq() BRI, Si FHATFH @ ANFIVEFHRLER.

TER FHRAERT, JEtHR AR S TR AU A, 1551 S1 2] S, WFEA, FXPFAIRaETE
S AT Alg,(-) [RIERE (IR RITA A ). AR S2BR ik 5e e A RN T WM, —J2
I ARG IIR G RETR, —RRE A% PQC AgitiEr B,

BB AR A R0 %R R GRI Te be, R — AR R, e
AEEHURI R B34 . AN, TEBAT RIS T PQC SRR W BRI I0 R, IR bk o
JH, BELE 5B — I R R R £ BUAT W X B B B R M (26 NIST /A3 46 2
FIPS).

(HR, B IR A AT e, B AR R B TE 4, WM 0 e ibene B9 o meite
R 2R B 6 P 2 AR Y BT, T 45 S P 0 B PP B T op — PR P PV B, FLIX
I 22 MU T R B PP R 2500, 770E RN . S vt S I B . I
RIS AN, SR AT 5 Mt I 1 553K AN 75 2 S TR 54 .

R GBI TR I, T3 % [ PR TR AL, s AT A 2 R R R B R B
L5 Crockett 2 A\ T Lo 7B, AN . Za MBI ERE LR &%, BUE TR
MU R B BB R SR PR TR, A I, SRS M i B (W44 ) e
ik, W N

Sedeoneat (1,7 1 Sn) = S || S2 || -+ || Sa

Hor S || S5 2w S Ml Sy R FHIIRA BN TR PIBREALH B RTIR A B BOR AL B 2 o
BB 2 A I AR, 2 SCRUIT B, W51

Seqkpr(S1,- -, Sn) = KDF(S,, KDF(S,-1,---))
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Hrfr KDF() 23 HIRAE AL

B A2 A, BT AR RG] I SCRF 2 P A 33, F ALVl (5 AU IR E AT A 2T 15k
AR CHIAE LA TLS AR %A i 5 s b 2 . W] AR PRy sl vkl s a0y A1y
BRI PQC Sk, XALHIREAS SR AR AR, AE BT A S8 B Al bip U 55 ZE P e 2 el
(downgrade attack) T, KRNIt IE 2 A1 T3k — I AL, BRI SHL, LR T R %4
WA, IR BTt i H 9. PR A st i, LT RASE SURE .

3 DXUehE Byt T dnaE e

AEUNK BRI, 456 b2 PQC BvE R AN, PHE A E XS kT PQC
FPERSI T AR, AR SCHE IR He i B A S T B0 FF T84 4 M PR, — IR DX Bl b %7 02 i A0
BTS2 A I, 53— K P T (R 20 5 9 4 B 2 4 L

3.1 VidURE A TR

fLHi 5924 (Transport Layer Security, TLS) J2 I v b 47 s A1 35 6 F 9 3 22 4B i,
WA B TLS 1.2 70 g1 TLS 1.3 O3 piqepiids. A0 R BN B, e KB 4
BBEE I E TR, 76 TLS Yhsl, A IEVEAE R TRt 1, 1840 Bl PR R T R b 4 Sy
PRI SR, FRAARTT e TLS 2 ok 800 A 135950 L A0 T A% 8 TLS 2 4h, Noise
s T4 e T & B, IR MAE S PQC TERS T A H BTG .

3.1.1 TBEH

QeAeWE. 16 TLS ) PQC Ry ERHIFC I, L TR R H IR A G AR i PQC 7
VSR Fi TR s T e R B R ) T A, (E B SIR PQC iR
Tt i T WU, SRR E 100 e A VEHET 3 250, NIST il PQC A FREVEEAIE N2 I, H59]
R SRS G, % TLS 1) PQC TS I 16 T f T i LBk 7 vk Fe i i
WAy, ST NIST FkioEss, fiT NIST XM R G B 10T DH 405 B,
MR BB e ESR TLS d15E T DH (32 b 56 T KEM (b1 b, it
Sb, HTFTER AR T HUUGES 158 (Authenticated Key Exchange, AKE) %¢4:bELANEN] £3, 4t
R THE AKE REHHEE TLS BFHHL, DU B sk FOrSE,

WV R, B TAELESIR T TLS i PQC TR 1, Jext PQC vk B iy fe
TSR, R TR R T R RS, Q145 T A D A A Mk B b 2.
SR B | b B 0 B B G T FO I ). SO0 50 S A B B o IR B I
30 g, gk A ] S B A R U0 22 5, 8101 00193 002538 ks S L) 2 5 T A A A
PR TRTRAR, 2% T U053k P AR 7 1 S DA AR HEAT T 06, 45 H 25 I ) S B R TG Tl 2%
BRSSO, B libogs %5 il PQC B REN %A, BFSE A SO FFIAZSAR B I H i o
AN T HL, W Tiboqs $RLAL T ARk T LB v A i g B,

R TTE, Chang 28 A B9 il valgrind T EWIE T3ERSHISAUA TLS e At & i iz
WAL, FE AT, SN2 IMB, Ak 4% % 128KB 9477 Banerjee 25 A [0
WEEA T IER RS RIA TLS 1277 il R e At

R TR 4R A SN B VE M AR 2, SCHLJE PR B MR, IF2% e TLS
P ST L T . St BURE B REI K A FIE, Gao 28 A B2 4ty 7 s Moy B T HURE 280 28, 1711
5| PQC 43I TR % PGB T 5T ROWE S0 1 4 81 0y 2 10 i fe 5z 3 09,
Bernstein 2 A B30 Gl i s bR AR 7, $R T SR WP R

R R ERE, X EIUA TLS EykiER TAEMAEI LR T2 . A 2 40, A T AR
FE, BSR4 RS it SR R I, LR AE PQC BV RS IS BRI 44 /N ik
(RO F. Paquin 28 A B9 s 4 o b 0 W 4 SRS HOE I IR, S50 ERAER T (B )
Skt BT RE Y 0 B 2 R PRSI, e R TR (E L) MR, S R T
IO P TR i 2 SRR 4 9T (Maximum Transport Unit, MTU) Jo/N3:
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BRSHOE I, G5REE MTU SR DAk (B, % TR, % MTU Kha S
SO, ARG R, I, TLS Wil i B 6 A 2 vy B0 Sikeridis 4
A B s T s TOP % 0/t PQC RS G PERERG SN, 5k TCP 1 1/ MiEigs I ks
SRS I L HERE, IS M S R R 2 SRR AN IE, X AT NAFESR L DA, X SR h S0 1
WO SRR AN 1, R AT

9 e PERE R IR bR B M AR PO RS AR R ). ZEBUAT TSP LA M b AT 48 T i) (00T
¥, BERBCEGR) . B R BOR R R R LSRR . IE B R .
PRI AT IE R . g sevipe 380 & Sikeridis 45 A fy5cuh B0 24 9% 4 4 1 S X1 IR
S M B T AN R S, EL P B B P AR AT % TARME TR S
2 DU/ SR S5 2 (R ROR R O P, DAIEATRE MM A5t WG RD TLS 48T 305 $L0A
TAR TSR,

A, YA A AR T 0 2 MU 8 B X B P S, 4 AN o B 0 1) 4k 106 0 e
4 2500 7 o pfe B M EA A I, A0 PR SC s — e JLAN R L BB B K JHUT 1000 WART-9¢
TR TAIIT], — 245 3000 YART-THIM1G] 24 /NIRRT, DS B IEI SR B A0 5 AR R
IR .

WEPE. HEIMNE 20 TLS B 1.2 Al 1.3 FiAA, A St A 2R, i IETF [ 2016 4F
LRI T ZAME TLS %74 5T PQC BB ESER. AR, Jea5m
ETHT TLS 1.2 fl TLS 1.3 fAiR Gt gy BOBI, 76 TLS Wk iy e, Sche iR &
BRI AAT B, BN S i B, bk B T 25 SR A SIDH B4 e s T8
SRR TLS s, b 4861 ECDHE B9 15 TLS 1.2 i TR &R F AT KEM 7%
ety BY; s TLS 1.3 R A ws s —eiita s 0. wat PQC Bk TLS (1]
{1 0 245 SR P B 7 Y, AT B AT T A 8 L R i B, th 5 Ak TLS sl id s it T2
bR

TLS i BB M 4 SE RS0, B2 PKL PKI AT KIES, T TLS BTk 2 b s i 4
SR 25 HHEATIGE. B 46 & R N2 IS TLS 1B S RN, HETEm TLS &5
HIPERE. 24 BVE I A IR 4 T BN AEE - T4, DA IR 4 /N B B A ) E -3 K
AN EB MR, R S E L R, Rk R BY

SR I, AT R, REIMEF A/ N2 8h, TR “URARET R, TR B
IR B B R VR B A 4, DA R R R 2 0 B % T Dilithium 1 Faleon
i PQC 24 WrvEiT TR GIE B 528, LM% v e 0 2 Ve IR T ). Paul 25 A B jupge sy
TEMRHIEFS o BT A 7 0, FL T 43 b 5 A B R B M i 1348, HE 5T wolfSSL FEEAT T 5%
Wo. MEFNNHHES R EFAE K, FERMIFG% 18 PQC 18 TR, SHELE T R 0 fE05
PR, T HARI T “Pik” RN HEE BRI B 4 BB A5 4, REEHILEIEh
SRS A IR ATy B AT 0 RN SRR AE B P A — RIS, 2 REBIY PKT thi
TER. CPHEET W S TR AN 156, (F55 5 TR B, G LT E B R T
XA TS WA S0 H, TARRIREK.

WA, BT TLS FEAEIEAT 57 A 5 U 1T DA T A A, Rt b [HE 0 2
77 0203 «pm TLS 1.37 g BD g ipmiir il TLS JFRCE, WSRO0 AT X TLS BT
(0 BN, R FIRh U S SR AR IRAE, AT IF A (i . b “BIRAL” Ayt R
Bi B TLS BUEny © B mRE | EIS AR TLS RENSEE, B 5 Noise HHUHE
BORIRL. HE T, bR R SR O UG SO (A5 [ A S ke S e 5 £, {EL Ao
AP MR AL BN, FARREIAL T RN, DUR T RS ST, T S bR
R S 7 TTEAT R TGS, Kampanakis 28 A PO 3581 S (0T BUA 174 2 o AP0 A7 WU R At o 7
VUL AR ST AR, 40 0T G b I A R E S 20y, (R A 2 T G
FHE L. RPCSST O Pl THE IR G Iy 3, WIE MR T e Rt e 4 O 40 M B T3 K
/N, £ ClientHello A1 ServerHello i 5., X Jyiifi;d compress_certificate " Wi i 09 FE 45 B3k, I
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M CompressedCertificate {# I Certificate i# S & fi 48R RYUED. IEBEZVLHIE PQC T T
P H TR L.

AAEH, BT PQC BRI ARHE BB PR SR 20, A5 TRME TLS #F . iEH%
. IEB GRS L R 58 XX ST ERTFERAREAL SRR TLS 4542 il 5 s hn i B
T2 AL, AR — Rl SN 5 2 Rl v, DA 2 RGN RIS D0 T B (K.
3.1.2 IR

FeoR BT, KM EEIHE TLS hAPSM M. D TLS 1.3 %6, EFarumElis. me
HRTDAF H, 7E TLS 1.3, APSMTER TR b p s e . P scBRtE s (. TERIER
R, EAEROT 2R SR AP RRENE, W REIM R AR PSS B, 7E%
PR B, ST 2 6 B IS S e AR U S S 2R, AN A — R TR IR R 1
Wity DH SR bl FEUEBEET, SAFHEEAFRIAR AT . AYIRISEA, IR i 5E A A
TN T HEA 72844 AR RS 44 W, R AU T2l i, 5 AT A%

o

key share

signature algorithms
psk key exchange modes
pre shared keys

ClientHello

key share
pre shared keys
{EncryptedEntensions}
{CertificateRequest}
{Certificate}
{CertificateVerify}
{Finished}
[Application Data]

ServerHello

— {Certificate}
{CertificateVerify}

{Finished}

1 TLS 1.3 thideFid42
Figure 1 TLS 1.3 handshake process

WAHRE W T, 2 s AR 5528 - #{#i A ClientHello #1 ServerHello ji4 B H1Y key_share FFEBrAr#i
M SR IR DH SH1cHobbl, 2T 2347, W pre_shared key SFEACHe. %477
T, AP A 2 DA T TR0 44 A B B M. B 15 8 R GE Rt B R T b M3
IFHIE 5 2SR 57 RS, T SR IRRIE B IF G 1 TR 48 BT, W fEeE. % P
ClientHello I 5 H i B S2 Hp0 % 44 B0 0, TS5 3875 ServerHello WL Certificate 5 Ef e AT RV 51
VEHOIEAE, (E% PURRAE. SR EATEGE, WIS 2R 2 —IF &% CertificateRequest I K%K %
PrgiiEF. Paul 4 A BU frg TR HYGERERE F3IA PQC BvkAs iy .

Uesb, #E Web B B s 3 (i 254 UF T )% (Signed Certificate Timestamps, SCT) FIHELIE 15
JRZSHMY (Online Certificate Status Protocol, OCSP) Z:9- @5, 8| ABIMAK S iERmER. SCT bd)
FITFSEE SEBBE | R — T AT IE 148 % H i, BESHIE S ImA SCT %4
SR A S T AETE B P e SCT 2840k BA. 0CSP BT 8 (iE Tt 2, 1t FH Foi
FAE A HIPRES (RECAME), FIE TLS BT B i — NI,

EBAMIAE PQC BEFEM PQC BB MABA TR AR AR, 6 NIST JFig
PQC FRUEALIERR 2 T, S5 —S6e i RO HU B FiZE TLS SBUP TAE; i NIST () PQC 5wk
W4 PQC A T AT A T45 RS0, SO @ i PQC SIS A, 168
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i PQC #14%E (4n libogs @]) K2 Hl, PQC B8 TAE— Rl se ANk AT A AN, m PQC
A EEREIA, X% NIST ) PQC ARE L IERR S vA ) 21 AT T 7 3 h.

A TAEM AR TLS se A RAMIE. OpenSSL LS TAEF i #H, HA HTARF % &
FI3EE TLS F (4 mbed TLS. wolfSSL. Rustls) f T.4f EB0E2bA 1y1edTLS il wolfSSL —Jlg kg
TLS JE#E/NT OpenSSL, HITEE MHR AR RFE/NERRGHHAE TEVPE —ERWNAH. b &
%%fﬂéﬁﬁﬁﬁlﬂtﬁﬁ, Sikeridis % ANANTE TLS iFR A% A VAR TR UL AL B RE IS LR 45 SR T B
i B9,

MEEFRTR A, TLS BFH¥ LB B LFEEMBEHRZHML. AN ELFEEERE RSA M
ECDSA %, #iABEMIIE TU S, FEIBE PQC 4B WAEMWEHLHIMILE DH HHT M
PR, WORBEHEPL R T, FEMATIERS. SIS TR, I AR =Mk m, —2
PARBHEPT & T I Rl R X 1) 0 B AliRY 28 DH S4T30 #e b, U Bos 46 AR H—FhEF Ring-LWE
M2 DH SR He b, IR TR )28 DH S e s 2ot R R PR R TLS
B Y5, FHEH TLS FRiEL A B0IE I Z M SR 2 )5 B 22 (g, TRET BRI, a0
Banerjee 5 A\ PAK LRI ME B BUABER ALY, 3 H—FETF S0 S G, e B A RN, B3
B TLS R () ZUEEPIEEEAUR, 72 NIST 9 PQC FriE bR B e 5, XT3k
Hrs g PQC iERF5, BE.OZEM R PQC B4HESEHLH].

AW TAE R 2 BB T RS, AR A Ji LW R, Q& R Re Dk B e sc e
BYOTH B T8 A 3 AT w1 ) 42 A 1) TR A, s 3 v AT S SO o, S8 O B B2 )5, P
FRIAE 3 B 3 AT B, A B FR T [z} HE TAEN 4% 8 T % 152 e fn 2844 1248 Ja %)
TLS #isGEFTHI 5.

ER L. PQC A FE i A B i U FE R A AR BB VA PR . TLS PR F IR E S A B
PR, BT AT B e A TR AR . TLS W 8 AR ST 255 B Bk IR S L6
Em Ay 9

o FRAMREITTA. AEPTERERN, FEME PQC RIkERERILE TR, B2 B
TLS HCFRRIIRT— RN, A TFIRT, WSSl i 2. SRR s i, 2 TR
AR TR A A GE Y SIS, &7 S AR UL, SRR AR MR G
FURT, WATEE GRS, & L “EHRE +PQC IR MG AR RFFRIAT, (FiX R
s BT XM RS A SOR B SRR AT

o REEVEEE. W OBINT, A TR S — MER BRI PQC Bk, —ITHIA
Bk (R R BN RS, AR AT g BT,

o (RS SRL RABH I APl T2 JE AR 2 A RIE R S RO E PO S b ek, anE 8
ALY KEM 28118 50 f44i. TLS #iY ClientHello 15Ul ServerHello {15 S0 Fi i
FB ATMER Y R B e AN S 4. AN, AT DL EIHE S N R SRRk, e
—AFBUPR S, (HEERBA R T BOR A K/ INR .

o HEFIESEL OIS FE SIS DI AFE] 1 3 B AT . Crockett S5 AWHIESHL
foALEERT T4k T9. Giacon 45 A B9 b T LR KEM 92l 7, I AE i TR F 41
T AR, (FIER] B e (BEPLIT S PL) A %8R BA 8 TR, X— 81
2 SR T AR DA, Bindel %A D I 9 ) Bt TRCTA0N SR b i) KEM 41477 stitk
(EN s cana)

IR FAT RN TLS HEATH BT 1 TAREb G TR At f— 3 TR R EBT B4 PQC
{7 TLS Py B154
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3.2 Noise [pUERRITR

WA KT & M Noise HHUCHESE 0 g3 Sl 09 22 A A5 P8, 1 Diem X e 100 g g
Noise IK #jisl. Noise PRSURESESE ST 4T 14 BRI BAGALE MU, FH Pl KR 1 CL R A 2, 5
HIZ A8, TR 1 CU Noise Pt B 7t It T —BETiisi Mhsas (WIRTTRE 1Y Noise IK Hiisl). %
T 7 PR, B A A MRS, 7 B PO 5 e S R BT R 52 5, 05 TLS AR,
Noise HHSUHER I HMUAEIR T R A28 A Noise TK Hh G156 B 3L48 i A

IR 55 26
(A) (B)
S5 K 5 ks
B PRI ke
IR SR LN

BT HHDH (ke pe, kps)
M5 HHDH (kas, kes)

g5 g A kpe

By HHDH (ke pe, kpe)
BT HSIDH (ke s, kepe)

2 Noise IK #risigF it 42
Figure 2 Noise IK protocol handshake process

Noise TK PR i (FBHm A) ESGTHRTFZ Mok (b B) mkmss. &
T BN AT A 4l A KR4 B, 8 A S K %4, B A (/] DH s301HeE A
SRR BRI I A S S, DA A R B AEIBSAA A 0 S SR, B YRR S5
BURTHEXPI/ME; AR50 B A &6 404 E, W4F B %S, B B i DH 15 A fl B 4
AR R S SRR, DA A K EIRIA B A A AN I I LB R, A PRI A BRI
FX A

Noise HMUHELLAS 1) % 1346 HSUE DH 25433y, 17 NIST IEZEHERH PQC FrufifL b rh
T B4R I PR KEM. i 8, A s 100 296 KEM fiiA Noise HHsUiE
i 35 UM KEM A1 DH (38 & 3415 HbUH. AN, WireGuard VPN 193 45 Noise
WUHE SR G2 102 ASB A MY, BIAERT Noise HMUREZLH PQC T TAEARZ, WAM WireGuard [
PQC 8 TR FESIN Noise ff PQC 3R . Kniep 2 A 199 4141 T =it} Noise TK MUY
JE, Horrs g 00 ho B A ARSI B, S A B X T i =
HMU JRAE WireGuard Hszgil, 4550 R1E NIST 45 =45, Kyber Z812c# bl Noise HpUAE
B WireGuard VPN J7 ik . Hitlsing 26 A 1040 38414 WireGuard 48 T 108201, i CCA
24 KEM S K4, [RIRHE RSS9 CPA 224xy KEM H i, Relsre (il 2 e tf s
AR R, RAEEIME T RSB AN, B RS B
3.3 XHBERHIGIHETRE

X e 1 1 25 44 B0 RV A bR BURAIE B R A By 1 4, AR DI X Bl IR A0 5 8 4 it i T
1E.
3.3.1 TKEHR

Gao 2 A 108 A ey — HLASTIRA T, 24 T R Sebbse i PQC 3ERSIT ALY J5 B i 31 1345 H
H, BRJE T X H8E (Post-Quantum Blockchain, PQB) 456 KHUER RAI PQC A, BEA X HubER:
REGE A, LRERS TR 710 Btz 4h, PQB LGl TSI %4 PQB 525 Il 1244 5
A AT .

A Jij 17T, Holcomb 26 A 100 3 < Hoens 53 1R ArBiat 2 44 MO TE RS T XTI AMT. %5035, 4B
R LR P AR TR A R BT IR 2 4 FIIRE, TR 2 PQC EyES| AR S, HEssAME R/
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ST I 0 (a7 RINTEAEIN) . ST CPU fEANMRIE LS i), % BUAT YN I ]
1EF PQC &4 /WA, DURMT b W7 1B R R RIS, 450 157 S R TR X e v 7 W 7
AT R, Fiok, 8NN, BEEA G HUTIERIG CPU JEMH A BE T T e X B v 1 i
f6. Fernindez-Carames % A 107 4511 JiI T (X Hef) PQC BPEILAFIARARE: BB K/, 254 Ko JiE
N, BEFH R, RS AEG . BN RET. X R, AT, T 2 R (T 5
BV T B AR B I 00 R TS, T 0 T B 2 s, TE LR A1,

e ANV J7 T, Holcomb 22 A (00 gy WM £E AT IX Bt B vk B RO I, B BE0S B BT
G R, TR RAR R R TF— e DU T 2 I SR PO %R 5 SR SRt % P 77
SEAb, FEFTRBUE b, BT % 6, DARRE NIST 3k PQC FiME b A iy Mz L.

332 R

FoRABE. KHekE LIRSS PQC 3RS R T AR, T RAAKE Tt K B S i A Iy
TAATE. By LA S0, ik TR0 I e B 00 3 3 T A A RS S LRI B N T % 0. 3
F i) TAERHER (Proof of Work, PoW) $EiHE ¥ 35k 5 T BV Ak E WA 7 (8 4 HEIHT BEE, T Grover
Bk R A 008 (I, W TAEA, BTG R (ASTC) MR IR AG  J E J 3%
e, i TSI AT T ASIC 3R A, ATAM ] ASIC (i TARHEBIHLAITF G, S e
BT TR TR

% G T R . TEch e Shor B, WAMINCE LY. X e mf
WK e 5 e 4t 0080, [ a5 o, Ve S Mk 4B, TTHBCAE 5 P A0 SE . 755 k48 e
IR TEZ A, ML R V= A T2 4. Mok S 55 A TF, BT bAAI 5 5 B 52 55 st -2 I
(52 S AR Te 4. 67 Sty T, WA 5y EL AT, DT B MLt JE e SE BT 55 53 o
R, Tk B AR AR RS, AL 1 e PR I [ O S 5, AT Ak A
I Sy L L, T AR R

B Sh, TEE Rt R, B R T R R, BT RS TAS R I, ARk E R )
TR B0 g, B M B R T, PR M I S R T B
4b, AR THHEHL X Shor BEVER Grover BEVEA BRIMEAL, AR T-HHEHLIEAT B & R L A 2 ¢

SER B RR ARG 2 50, B PQC iRt BT TARE T4 Wi, — SRt
L T X B, — R A O X e T

ABC 4 081 g Ding 1) Rainbow B3k, %5 NIST 45 =555 T S A5
BBy . A PoW BT A5 B NP-hard [, FF At RFHOH0R: TRE ). TRHER I T 40 it
P AL A BT BT 1535 T AR IR, BT 2018 4EIFIGETT. 16 NIST I PQC Hiks
HEALIERSERT, BFFE A AR R B IS BB AR, SEAR LI PQC Bgk, TRk I I E I Her . 06
EEEHT LA, BAGA. Gao %A 100 7 R S A HLH, ZAatEmT 245 SIS 5.
Yin 2 A 13 i T FhL T Bonsai B E . Torres 28 A L) 350 b4 7 Fht PR Yok T 4
AL, FENIFIE TR RingCT Hl . Bsgin %A B4 3§ RingCT M iy BR 244 67 7
HE, R T PR TR IR, 4 S o R PR SRRy VAT TR, HER T TR W
J71Hi, Chalkias 22 A I3 f il FhEC IR 7S A0 4, REIZ I X i S MO A D TS, HESC B T30
. B EAT TR, SRVERIAL, (A4 KBS A YO . Shahid 28 A 09 i mp s 7
R4, I, 24 .

WA TS B A TIH A R B RIS Sy LA 2. Chen 28 A 17 g Pow 3t
TRV, TR TR T S R B % TASEE R AL 5 | AR At s I 4 ik
(A, — B A E I B ID-Rainbow B8 JClim NS/ — BB AR CIERS (IPFS), 4
SRR K I BRI 4 A e TPFS oh, &% /P04 75, Zhang 6 A 29 FRes| A T IPFS, (B H3HE
T qTESLA %4 BELERC 524 PN T, TR 4 Bk R AEIEA NIST 4MEAL TAEE =50, AN, A
SR B RO FE RS AR, I Tl g | oy T gy (1208210

W7 4 BT T DX ST, A S BUAT X M- 5 34T PQC FERS TAE. Bitcoin Post-
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Quantum 123 B pHTifg 43, G EETMAR PQC A4 B IPAC5 24, IO T %4 0
SRR B T PR Semmouni 25 A 8230 s TESLA# Svke A% b il

DA 75T, Ethereum 3.0 6 BT TII4L0E, 1 zk-STARK Seffpiafs B2 Shen 2 A 123
W R AT Rainbow 1T RAKH, I S84 ECDSA FYESEFT#HIRIZ S KN, DL YERE
AHR. %0, Rainbow FYBHTK EE KT ECDSA (9K, TiflifiAsfk CycleRainbow 6%/
TR . PEBETTE, BIA Rainbow J5, 2544 FIBL il R, IR B0 IE 3 ThAEAIBE . Allende 45
280 4 5 ) ey % P Hyperledger Besu SCBIfY LACChain HEFF T 3F45, 6 Bt T4k a4,
I I 1 TR AR R IR A5 484410 PQC 4.

DA R A SRR IS, SBR A T AR i AP0 B 1 B 25T RS. Holcomb 22 A 109 st
Jil libogs SRR NIST SIVAGESESS = i) PQC SEHM qTESLA T Fabric 1, XHE & HtFI
IR M REIEAT LB, FEAMT T SRR S PR T T 22

K H4E T4 b, Abelian (i A S A -4 BEHCH R T2 120, 17 Corda MIES RS %
5 SPHINCS+ gy (128,

T X e P DASGE I, PRI K I PQC BRSO I TRy T

4 e

NTRANK PQC ekt TAALITRE TARMUFHE R, ASCAER BRI RS R~ T5 T, $2ih 75
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